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A (k,n) threshold based secret sharing scheme has been used to improve both safety and reliability of highly confi-

dential information. When this scheme is applied to preservation of secret key in public key cryptography, there is a

risk of the reconstructed secret key being stolen. To overcome such a drawback, a (k,n) threshold based encoding

scheme for EIGamal encryption system has been proposed. In this work, we developed a threshold decoding system

for EIGamal encryption using NFC (Near Field Communication). The developed system distributes secret keys of

ElGamal cryptographic system to NFC devices such as IC cards and Android smartphones using (k,n) threshold

scheme. We confirmed that the developed system can decode cryptograms without reconstructing the secret key.
Keywords: EIGamal cryptographic system, (k,n) threshold scheme, Near Field Communication, Android
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OABHEEP, % R T 5.

DOELBAVERRGRIC LY, BERSESy = x 2 BT D

D R q OFEM numl AT 5.

cnuml BFEETHL0HEEL, FHTRWEGE,
numl AR OFEEFHEL, qIZRETD.

20+1 RFEHTHLNHEL, FHTHNIT,
p=2q+l LFXET D, FEETRhRITNUE, LITES.

Cp, g BEANELT, Z,0MAaHETHY, (idiiq
ORKE T a) & LR 5.

y=a* mod pZit%H LP; = (p,q a,y) % /A BA &

95,

51.2. Share Ea—/)L(Alice MEHEHE)
Share € = —/WILL T O X S ITEMEL, FAEHESy % n
B = TIZHET 5.

1: k, nZAJ135. 7272L, ksnThD.

2: K(14), (15), (16)% HW T, WHHS, = x% n {#
0)‘:/:1:77{])1,])2,"‘,pn}&:/\ﬁﬁﬂﬁé,

513. Enc S a—JL (Bob) (E+E )

Enc T a2 —/UWILLTFDO X HIZEIEL, AFHFEHDA
BRSPS XM ERE S L L, BEE3C = (CL,C) %N
T 5.

1o BLBHVERERIC LY, S 2T 5.

2. FIXMEANTS. 212L, M<p&T5b.

3 KL0)EFAWT, BES L €= (CL, CEHNT 5.

514. Dec EPa—IL(Alice DETE)
Dec & ¥ = —/LFLAFO L 5 ICEIEL, kO =7 &
W5 30C = (Cy, G B P XM EM BT 5.

L (1< <n)&BROY=Tp AL, z=C,"
EHETS. L,y =p, ThB. ThERA
DL TITR LTk [El#R D T,

2: R(13), (19)ZPN\T, CFEEHET 5.

3 KO@)&LV, BEXCEEE LEIXMEED.

5.15. Read/Mrite E¥ a—JL(Alice MFHEH)

Read/Write &3 = — /L%, PaSori D72 TdH 5 Sony
2Ef9 5 SDK for NFC Starter KittS1z fivWwC 7' e 7'<
LOBREIT> 2. 1Y, 1O ICH—RIZ, =7
fEp;, (1 < ij < n)% 3Byte, LU = 7 F i % 1Byte O
GEt4Byte DT —F HEXAL I L E LTz,

Share <& ¥ = — /VALERFZ (2 IC B — R~DE &AL,
BXRICH— oDy =7 OFAHARMERE, LD
BWYEET S,

1: felicalib_nfc_initialize BA%t & FEFOMH L T, NFC 7 2
®ATAT T ZHIET S.

2: felicalib_nfc_open BE¥tAM-ONE LT, FeliCa AN—
FaeAd—7 L, EARKEICTS.

3: pollingCard B2 M-OME LT, IC 1— RDOR—V
VIR A AT .

4: felicalib_nfc_thru BA¥CAMEONMH LT, IC 71— R~
avy NERITTHHEBE LT — & 2 EHXAL,
FIEXT —F EFAD).

5: felicalib_nfc_stop_dev_access B4 & FEONHH L C, 7
A AR T 5.

6: felicalib_nfc_stop_poll_mode Bi%k % FEOM L C, IC
H—RFDOFR—V T EE T 5.
3~6: DA, EXIAALKEL n B, FEAIY RFX
k Bl 0 9.

7: felicalib_nfc_close B8%Z MO LT, FeliCa N —
Farm—XF%.

8: felicalib_nfc_uninitialize B4 % FFOVH L C, NFC 7
IRATAT T ) DUBREKRTT 5.

5.2. Android IRk ZRAWLV= R T L4

Aw—hT7xR°F 7Ly b 0S &L TERLTW
% Android % Ver.2.3(API Level 9)7>5 NFC (25 L7z,
LL, 2O/N—Y 2 T NFC & 7 Ot A48 0 #ERED
HWEHRENTEY, NFC ¥ F~DEXARIT
Ver.2.3.3(API Level 10)LA 2> & %HS L Tuv2 . Ver.4.0(API
Level 1475 EFEREEEICIN X, # 7 D7 ¢ VZ ke, B
& O Android Beam[9 & I3 2 BERE DN IB N S iz, ARHF
ZE I, Verd.0(API Level 14)L) > NFC ##; Android 5
KERMBITEIE 1TV, NFC HE#HI K TH 5 5 HEi
arrows M04 5 X U' SAMSUNG i Galaxy S8+?D A<= — |k
74 v E AW TEERFEZAT - 7=. #i#& 2% Android
Ver.7.1(API Level 25), 73 7% Ver.7.0(API Level 24)#5#€
TNLTHD.

IC H— REMW-Y 2T LTI, IC 1 — R3EHERE
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EHSRNED, 7 = € OFFEII Alice 0 RN
Hot, 22T, ICH—FRoRbYIiC, #HEENEAT
% Android ¥i>£ % Card Emulation €— FTHW 3 &, Alice
DFHFABICEHBERERO L =T 2%D 2 L, z =
¢} ORISR Rz & Alice DRI ~%S = & WATRE & 72
%. [ 712 Android iR & W 72 18 B AR % R T,

ZDOVAT KITBWT, Alice DFHHEEICIEET D Gen
B L Share E¥=—/1, Bob MEHEHEICFEET S Enc
BV 2L, ICH—REHND VAT ANHAETILR
V. Alice DFHHEISICHEET D Dec EV 2 — VOEER X
O Android S#ARIZ NFC 7 7Y r—3 a v o5, FiE
1-7-.

Android 5K D NFC 77" U /r—3 2 > TiZ, QAlice O
FEES DY =T p (1< Sn)BROCEFHAMD
(Read), @z; = Clyi’%%r%ﬁﬁ’é(Calc), ®z; % Alice DFHH
H~E1E T 2 (Write)d 3 HREN L E 72 5. A, O
L U@1% Android Beam Hiea W T L7-. NFC &5
& OY Android Beam ##%E1%, android.nfc /X 7 —I2H %
7T AEEFIA L CHREEITo 7.

72, ICH— REHWEY 2T A LR, BHne
DINT A —H5 % 32bit FF T TRIEL =720, ¢g<
65,536 D5 TRAEA4T\, IE LALERAE R A FERE T & /-,

521. Dec EZa—IL(Alice METEHE)

Dec E ¥ 2 —/LIILLFO X 9 IZEEL, k5@ Android
WERND{zy, 25,0, 2, J(1 < k < n) & FHARY , B XC =
(C, CMBTFIMEIEFT 5.

L (1< <n)BEROT v RuA REERD bz %o
MWD, TE R DIRARITH LT kY&

2: K(13), (9)EHNT, CiEFEAETS.

RQEEY, BEXCEER LFEIMERES.

52.2. Read €2 a1—)L (Android if=X)
Android ¥R 2% Android Beam T NDEF £ v & — %%
592 &, Intent & IR DEFEAIC L VXI5 T 7Y o —

Alice Bob
NFC Yij = Pij
— Reader | 2= yi1 L
\[c, =0 % LA
Z1 i
°
° °
° °
.
g Android %R
C°= 21/11(0)>< 22'12(0)>< C X Zklk(o)
N
M= C2/C1
7 Android ¥R & W 721 5

var~EmEnNs, R LET Y r—v 3 T,
Intent 7 7 A®D getintent A Y v FEZFFRH LT, =7
pi,(1< i S n)E72FCAHMEN TS NDEF £ vk
— VR 5.

523. Calc ELa1—)L(Android iH3k)

Read £ a2 —/LZ &V v =7p; (1< <n)zifEE,
5 3C = (Cy, C) DB FIEZ, FE Read €Y =—/l|Z
L0 ¢ E#HRAT, Z D%, Cac EVa—idz = ()"
Tk Y, ZEFETS.

524. Write €Y a21—)L (Android iH=R)

NdefMessage ¥ & O NdefRecord 27 7 AD X Y v K%
AT, v=7p (1<i S n)BLOY =7 F G & il
9% NDEF A v & —U%ET 5. ZD#%, NfcAdapter
7 A® setNdefPushMessage A > v REMONHTZ L2
XY, Android Beam T NDEF % v & — U %457 5.

6. F&&H
AWFFETIZ, W5 3L 75 IR R § 0D 1S 3 oD S R
ZHEBR L7z, TNFC % v 7= ElGamal 55 L &\ MHEE 5
VATA] LLT, OIC = FREHWEZVAT A, @
Android iR & VW2 AT ADBRE ATV, B 53 & IE
L EETELZLEfR L. QDY AT AT, IC
H— RPREHERENZ2H S Wi, REIIER 2175
FHREIC SR O Y = 7 BN BT AR b o7, Ly
L, @D 27 AT, Android BN T B3 B D)
WEHR AT Y Z&ic kY, By =7 2 MBS
BB AEIT) ZENAREE eo7e. Zhic Ly, HE
BRI KO, DY =7 BB EN D EHME YRR
ST, ZOVAT A, BIMMKIZENT, nADOHERL
BT IC 7 — R E 7213 Android S K & IV C o = 7 % 438
L, REFEDKAN(n > )PEFIL, EFEREZES T
D, LWIHAT TV = a r~NEHARARETH 5.
LRIBAFE LIZmY AT AT, FuaZ sk
BB OEEIZLY, FHqD LR 65,536 & 77z,
ZERBEICL DU AEREST L LickY, LYk
M DO FEFIZHIE ST B Z NS HOBETH .
NFC @ Peer-to-Peer &— R ZF|H 311X, Android ik
D F-T ElGamal 5 L & WEE S A7 L% FEBFEET
»H 5. F£7-, Android Ver.4.1(API Level 16)LL ETH I,
Bluetooth |2 & % 77— # #5264 Android Beam "CA[E T
%. NFC 137 — X @i E N4 E Kkops T 25 23,
Bluetooth T iuiXT — Z A58 235+ Mbps £ 720,
KIBIZHEE R 23 E S D . NFC @ Peer-to-Peer E—
REFIH L2 AT 2O LA HOPETH D.

Eiirza

AR EMED BICHT- 0 T a7 T LRI W=
Wz, TEEERE I BRRIB A KR FRE T IEHRER DOF ALK
WG Z U9, & 72, AWFSEIS ISPS BHJFE: 16K06375
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